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1. State of Play and
Challenges

Despite the increase in cyber-
security funding, it remains
inadequate given the scale of
the challenges

Current investments are drawn from several EU programmes and targeted
diverse cyber-related goals and areas. At the start of the current Multian-
nual Financial Framework (2021-2027), total resources for cybersecurity were
estimated at approximately EUR 4 billion—EUR 2 billion from EU funds and
EUR 2 billion from the budgets of Member States (www1).

Since the implementation of individual programmes began, the estimated
value of EU funds allocated to cybersecurity (mainly from the Digital Eu-
rope Programme (DEP), Horizon Europe, and European Defence Fund (EDF))
has risen to approximately EUR 2.9 billion.! This marks a nearly 200% in-
crease from the previous framework (2014-2020), which allocated around
EUR 1 billion (of funds directly related to cybersecurity (European Court of
Auditors, 2019).

These funds are distributed across the following areas:
. Research and innovation (Horizon Europe),
*  Deployment and uptake actions (DEP),
»  Staff training and skills enhancement (DEP),

*  Cybersecurity projects in the defence sector (EDF and through
the PESCO initiative),

*  Support for EU and national administrations (DEP through the ECCC).

In addition to centrally allocated funds, individual Member States have launched
their own programmes and initiatives. However, determining the total funding for
cybersecurity is challenging due to the lack of a uniform EU-level classification
system, as noted by the European Court of Auditors in 2019.

" This includes DEP SO 3, the Horizon Europe Cluster “Civil Security for Society,” and funds
from the EDF allocated for cybersecurity projects for 2021-2024.
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The necessary investments in cybersecurity exceed current financial capa-
bilities. For example, the European Cyber Security Organisation (ECSO) es-
timated in 2022 that Europe lacked up to 500,000 cybersecurity specialists
(www?2). This gap has likely widened; for instance, ISC2 reported a shortfall
of 299,000 cybersecurity specialists in just five EU countries in 2024—a 9%
increase from the previous year (www3).

Moreover, the European Investment Bank (EIB) estimates that venture capital
(VC) investments must rise by EUR 1.75 billion annually to address cyberse-
curity-related gaps (www4).

A comparison between the USA and the EU illustrates the scale of the chal-
lenge. North American companies spend more than twice as much on cyberse-
curity as their European counterparts (ENISA, 2024). This disparity is not solely
due to a larger IT sector in the US but also to a higher intensity of spending
(6.7% of expenditures in North America compared to 5.6% in the EU).

Chart 1. Forecast of information security expenditures in the EU and North America (EUR million)
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Source: Prepared by PEI based on ENISA (2024) data.

Cybersecurity investments, including public expenditure, are vital to en-
hancing resilience, mitigating losses from cyberattacks, and attracting pri-
vate investors. The World Economic Forum, citing Cybersecurity Ventures,
projects global cybercrime costs to rise by 15% annually, reaching USD 10.5 tril-
lion by 2025 (www5). Furthermore, public investments in research and de-
velopment in the defence sector amplify private investment through the
crowding-in effect, whereby private investors are more inclined to allocate
funds when the public sector demonstrates commitment (wwwe).
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A comparison between Europe and the United States reveals that Europe
lags significantly in public investments in cybersecurity. Estimates indicate
that the United States allocates approximately USD 27.5 billion annually to
cybersecurity, with half of this amount distributed by the Department of
Defense and the other half by civilian agencies and central government bod-
ies. This represents around 3.4% of the total defence budget. If EU Mem-
ber States were to allocate a similar percentage of their defence budg-
ets to cybersecurity, public investment would amount to approximately
EUR 11.5 billion.

Given these factors, it is imperative to reconsider the allocation of funds
for cybersecurity within the European Union, particularly those distributed
through EU funding mechanisms. This allocation could be expressed in ab-
solute terms or by establishing a percentage threshold in relation to the
entire EU budget or the proportion allocated for investments. For instance,
the Italian strategy specifies that 1.2% of national investment expenditure
will be dedicated to enhancing digital autonomy and strengthening cyberse-
curity (www7).

Cybersecurity in Existing Funding
Programmes

As mentioned above, funds for financing cybersecurity projects are available
through several EU programmes, targeting various cyber-related goals and
areas. These include research and innovation (Horizon Europe), deployment
and uptake actions (DEP Specific Objective 3), staff training and skills en-
hancement (DEP Specific Objective 4), cybersecurity projects in the defence
sector (EDF and the PESCO initiative), support for EU and national admin-
istrations (DEP through the ECCC), and projects within Connecting Europe
Facility Programme.

However, the multitude of funding sources, programmes, and financing
mechanisms may lead to inefficiencies. This complexity complicates recipi-
ents’ efforts to identify appropriate funding sources and increases admin-
istrative burdens.?

Both civilian and defence sectors rely on many of the same foundational
cyber technologies to ensure their security. In the context of enhancing Eu-
rope’s strategic autonomy and reducing dependencies, it is crucial to deepen
our reflections on how different EU instruments - such as DEP, Horizon Eu-
rope, and EDF - can operate in synergy with each other and with national
funding mechanisms. This requires a refocusing of funding priorities towards
cybersecurity, addressing well-defined technological needs, and balancing

2 This issue in the field of research and development is highlighted in the report by the Euro-
pean Commission's group of experts regarding the mid-term evaluation of the Horizon Europe
programme. Simplification and the reduction of overlapping programmes are also among the
priorities of the new European Commission, as noted by Commissioner Serafin.
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both civilian and military requirements. In this context, the Cyber Techno-
logical Roadmap could serve as a strategic tool for identifying investment
priorities and aligning the work programmes of various funds.

Furthermore, the challenges associated with financing cybersecurity reflect
similar issues in other areas, such as dual-use technology, startups, defence,
technology sector development within the EU, digital skills enhancement,
and attracting and retaining talent.

Chart 2. Funding for cybersecurity as a percentage of total funds in selected EU programmes (in %)
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* For the EDF, the values refer to allocations for projects strictly dedicated to cybersecurity, compared to the
total allocation in a given year (data from 2021-2024).

** For Cluster 3 of the Horizon Europe programme, the values refer to funds allocated to projects under the topic
“Increased Cybersecurity” within Cluster 3 - Civil Security for Society.

Source: Prepared by PEI based on European Commission data.

The insufficient funds allocated by the EU for defence and security, com-
bined with the inefficiencies caused by duplicating national resources and
a lack of appropriate coordination at the community level, have long been
highlighted in recommendations within this field. These issues have been
recently underscored in the Draghi and Niinistd reports. Many proposed solu-
tions are already part of ongoing discussions in Europe, such as:

— Supporting startups by strengthening the capital market (as emphasised
in reports by Letta and Draghi).

- Enhancing digital skills and increasing the number of ICT specialists
(aligned with the Digital Decade).

- Financing dual-use technologies (via European Investment Bank funds).
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Financing Cybersecurity Means
Financing Multiple Areas Simul-
taneously

As it is difficult to separate digitisation from the broader economy, it is
equally challenging to isolate cybersecurity from wider concerns relating to
security, societal development, and economic growth. Investing in cyberse-
curity entails funding areas such as research and development, education,
adult training, business support, and competency-building in public admin-
istration and the traditional defence sector.

Among the existing mechanisms and actions related to financing cybersecu-
rity (both bothdirectly and indirectly) are the following:

+ Digital Europe Programme: Initiatives such as creating Important
Projects of Common European Interest (IPCEls), Digital Innovation Hubs
networks, and joint ventures (e.g., EuroHPC Joint Undertaking) exemplify
financial programmes aimed at advancing digital technologies.

* Defence-Oriented Funding: Mechanisms like the European Peace
Facility, the European Defence Fund, and projects under PESCO,
as well as forthcoming initiatives such as the European Defence
Projects of Common Interest, represent targeted defence funds.
These initiatives, supported by the European Defence Industry Fund,
also create opportunities for increased cybersecurity financing, often
aligned with defence policy.

* Dual-Use Technologies: Increasing funding for dual-use technology
while reducing barriers to capital inflow is a focal point in the Mario
Draghi report. This report highlights challenges in civilian-defence
sector cooperation and market fragmentation across the EU. The
European Investment Bank has already expanded financing for
companies operating in this sector.

+  Stimulating Private Capital: Proposals such as creating a European
investment platform for cybersecurity and allocating funds from the
European Investment Fund to venture capital firms specialising in
cybersecurity — such as those in Portugal (www8) — illustrate efforts to
stimulate private capital. This focus aligns with the recommendations
of the Draghi report (see next chapters of this document).

»  Digital Skills Financing: Funding for skills development is currently
fragmented across sources such as ESF+, RRF, and the Digital Europe
Programme. Despite recognising the significance of this area, the
Draghi report notes that achieving the set objectives will require
training an additional 50 million workers annually. The Cybersecurity
Skills Academy, a key initiative within the Digital Skills & Jobs Platform,
has been tasked with coordinating these resources.
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Effectively strengthening cybersecurity at the European level requires set-
ting clear priorities and identifying measurable success metrics. For ex-
ample, in the R&D sector, one potential metric could be total expenditures
compared to those of the USA or China. Currently, while the European De-
fence Agency (EDA) does not provide detailed data on cybersecurity spend-
ing, overall R&D spending on defence in the European Union is nearly half
that of China and ten times lower than in the USA (EUR 11 billion compared
to EUR 21 billion in China and EUR 129 billion in the USA in 2023) (www?9).

For venture capital (VC) funds, key metrics include the number of supported
companies, the total value of invested capital, and the amount of capital
mobilised in addition to public funds. The general level of security skills is
assessed annually by statistical offices. (Notably, Eurostat data indicate that
68% of EU citizens possess basic or higher “safety skills,” compared to 54%
for the broader category of digital skills. Furthermore, the EU monitors the
number of IT specialists, including those in cybersecurity, enabling progress
in reducing the identified half-million personnel gap to be tracked.

Finally, support is essential for administration and institutions involved in
cybersecurity. Challenges stem not only from increased requirements under
new legislation but also from difficulties in attracting talent (see European
Court of Auditors, 2022 and the following section of this paper). Small and
medium-sized enterprises (SMEs) also require assistance, as the new ob-
ligations imposed by EU law may often represent their first significant step
toward building robust cybersecurity frameworks.

Cybersecurity Specialists
- a Challenge for the Private
Sector and Public Administration

The pandemic and Russia’s ongoing war of aggression against Ukraine have
made cybersecurity-related professions a priority. However, in order to maintain
this development trend, a systemic change in the mindset surrounding the
entire career path and its attractiveness is needed.

According to ENISA data, in 2022, there was a shortage of about 500,000
cybersecurity experts, which may indicate that this branch of the economy
is unattractive to those entering the job market. As newer data show, the
number of missing experts continues to grow (see Chart 3). The problem af-
fects both public administrations well as the private sector. Cybersecurity
obviously involves systems, internet networks, software, and hardware, but
above all, it depends on people. Therefore, it is worth considering revising
current educational efforts to train new generations of experts in this field,
as well as reskilling and upskilling workers while taking into account the
needs of public administration.
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Chart 3. Cybersecurity specialists gap in selected EU countries (estimated number of missing
cybersecurity experts)

Ireland 10 000 8 481 6 990 7634

Netherlands @ 22 000 o 26 265 o 29 058 o 28 582

France @ 28000 ‘ 60 859 ‘ 59 117 ‘ 69 139

Spain ‘ 38 000 ‘ 60 436 ’ 74 498 ‘ 73 268

Germany ‘ 68 000 ‘ 104 197 ‘ 104 660 ‘ 120 348
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Source: Prepared by PEI based on ISC2 data.

Training issues for new personnel should cover the entire career path - star-
ting with future entrants to the labour market (building interest in various
roles in cybersecurity early in the educational process and addressing the
imbalance between the number of male and female cybersecurity experts).
This should be followed by a wide range of studies in cybersecurity and clear
opportunities for further education, upskilling, and reskilling of those already
on the labour market. An important element for enhancing competencies in
public administrations is creating earning opportunities in the public sector
that are competitive with those in the private sector. Offering attractive sa-
laries and career progression opportunities for these experts is essential to
strengthen public administration competencies.

One potential solution could be the establishment of universities modelled
on schools that train public officials (such as KSAP in Poland), but aimed at
training staff in IT/cybersecurity. Completing such specialised education co-
uld be linked to receiving a salary supplement, similar to the Polish system
for appointed officials. Another direction is to expand the current catalogue
of European studies or enhance the offerings of European colleges with pro-
grammes related to cybersecurity.
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1. State of Play and Challenges



Further work would need to determine to what extent such a solution -
whether implemented at the EU level or by individual countries - would serve
as a valuable supplement (and justify additional investment) to the existing
system of private and public universities.

Another solution involves introducing cybersecurity issues at an earlier stage
of education, such as the programme being implemented in France. In 2023,
the "Tomorrow CyberSpecialist" (Demain Spécialiste Cyber) campaign was
launched, targeting high school and post-secondary students This pro-
gramme includes raising awareness of cyber threats and encouraging stu-
dents to consider career paths in cybersecurity.

For those entering the job market, internships or training programmes de-
veloped directly with employers can provide valuable experiences. Examples
of such initiatives exist in the UK and Colombia. Training programmes for
individuals already in the workforce (e.g., boot camps that facilitate the ac-
quisition of new skills or enable career changes) have also been introduced,
such as in the UK. Developing such cooperation with the private sector,
currently implemented in various forms across individual countries, could
become part of EU programmes aimed at increasing the number of cyber-
security specialists.

During the discussion, it is worth considering which elements of the training
system should be created at the European level (e.g., a European school for
cybersecurity tailored to public administration) and which should remain at
the national level, possibly with coordination of requirements and certifica-
tions at the EU level.

1. State of Play and Challenges
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2. Examples of
Existing and Potential
Cybersecurity Funding

Tools

a. Cybersecurity Fund (Poland)

An example of priority financing in the area of cybersecurity within the pub-
lic sector in Poland, particularly for the cadre of cybersecurity specialists,
is the Cybersecurity Fund, which was established by law in December 2021.
It is a state-targeted fund managed by the minister responsible for infor-
matisation (Minister of Digital Affairs). The resources of the Cybersecurity
Fund are allocated to finance "IT services" in key public administration enti-
ties, including the payment of additional remuneration for work. For offic-
ers and professional soldiers, this includes a monetary benefit. From 2024,
the maximum expenditure limit from the state budget for the Fund is set
at PLN 250 million annually.

b. NATO Innovation Fund

The NATO Innovation Fund (NIF) is an independently operating venture capital
fund, with contributions from 24 NATO member countries. The fund invests
in both other VC funds and individual companies, focusing on early rounds
(Seed, Series A, and Series B).

NATO, as an organisation, is not financially involved in NIF, nor does it hold
any rights in the fund's decision-making process. NATO merely lends its
name to the initiative. Investing in NIF is not mandatory for NATO members,
hence the number of member countries involved in NIF is smaller than the
number of NATO member countries (for example, France does not engage
in NIF).

According to its objectives, NIF is expected to have around EUR 1 billion in
capital, intended for investments in breakthrough technologies across the
Alliance’s® key focus areas. The fund collaborates with NATO's innovation

® These include artificial intelligence, biotechnology, space, automation, quantum technolo-
gies, hypersonic systems, advanced materials and manufacturing, next-generation communi-
cation systems, energy, and propulsion systems.
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accelerator, DIANA, and both institutions are part of the NATO 2030 initiative.
This initiative, adopted in June 2021 at the Brussels summit, aims to prepare
the Alliance for emerging threats (including in cyberspace) and to strengthen
its resilience and response capability.

c. European Investment Fund

The European Investment Bank supports small and medium-sized enterpris-
es (SMEs) through the European Investment Fund (EIF). The EIF operates us-
ing a fund-of-funds model and also co-invests with other investment funds.

One recent initiative involved the allocation of EUR 90 million to three Por-
tuguese VC funds operating in the cybersecurity sector. These funds, which
have long been active in the Portuguese and European markets, bring sig-
nificant experience in financing investments in modern technologies. One
of these funds, Armilar Venture Partners IV, aims to ultimately gather up to
EUR 250 million for investments in areas such as Al, HealthTech, SpaceTech,
and cybersecurity.

The EIF's portfolio of supported projects spans all technological sectors, with
about one-third of the funds allocated to deep tech and digital technolo-
gies. The fund manages resources from the InvestEU programme. In 2023,
the total financing provided by the EIF amounted to EUR 14.9 billion, deliv-
ered through several various models, including support for VC funds, guaran-
tees for companies, cooperation with local governments, and direct invest-
ments in scale-ups.

d. Cyber Conscription
(Scandinavian Countries)

Another tool for addressing cybersecurity issues and reducing the skills gap
is the use of military training. This solution has been implemented in Scandi-
navian countries (Denmark, Finland, Norway, Sweden, Estonia), where military
service is mandatory (www?10).

Similar solutions could also be introduced in countries where military service
is not mandatory. In such cases, citizens could engage in various types of
training or courses aimed at building capabilities for territorial defence (e.g.,
territorial defence forces or voluntary basic military service)

e. European Cybersecurity
Investment Platform

Investments by European private capital in cybersecurity companies have de-
clined for a consecutive year, dropping from EUR 1.3 billion in 2023 to EUR 1 bil-
lion in 2024. This is a worrying trend in the context of rising estimates of losses
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caused by cybercrime, which are increasing year by year (from USD 8 billion
in 2023 to USD 9.5 billion in 2024) (www11).

In response to this gap, the European Cyber Security Organisation (ECSO)
actively supports the creation of the European Cybersecurity Investment
Platform (ECIP) — a fund-of-funds initiative valued at at least EUR 1-2 billion.
This initiative is backed by key stakeholders from the cybersecurity sector
from 18 EU countries, with active support from PREZ PL. The need for this
mechanism was also highlighted in a report published in 2022 by the Euro-
pean Investment Bank.

14
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3. Food for Thought -
Proposals Regarding
Enhancement of
Cybersecurity
Expenditures

This section focuses on proposals to ensure sustainable financing for cy-
bersecurity projects within the financial resources available to the European
Union and potential private funds that can be mobilized.

We present three recommendations regarding the financing of cybersecurity
in the EU. These can be adopted separately or as a whole, as they are not
mutually exclusive.

Recommendation 1

Creation of a European fund from European funds aimed at enhancing the
capacity of national cybersecurity systems or designating cybersecurity
as a specific objective within one of the existing/planned programmes with
a significant increase in funding for this purpose (e.g., within one of the two
programmes proposed in the Niinist6 report).

Context of the recommendation

As mentioned above, European funds designated for cybersecurity are cur-
rently dispersed across various programmes financed within the Multiannual
Financial Framework (MFF). There are also funds related to the implementa-
tion of new regulations in the cybersecurity area, such as the NIS2 Directive
and the Cybersecurity Act, for example within the Digital Europe Programme.
However, new obligations and the increasing complexity of national cyberse-
curity systems indicate a need for increased funding in this area.

An ENISA (2024) study shows that 62% of institutions indicate the ne-
cessity of incurring additional expenses related to the implementation
of NIS2 regulations, with 34% indicating that the increase in budget will
be permanent and 14% stating it will be a one-time increase. Meanwhile,

3. Food for Thought — Proposals Regarding Enhancement of Cybersecurity Expenditures



14% of respondents report that they cannot increase their budget (despite
the need). In the case of public administration, 62% of institutions highlight
the need for additional funds. Such high percentages demonstrate the ne-
cessity of strengthening financial dimensions of national cybersecurity sys-
tems, especially in the context of the growing importance of this area and
new regulatory requirements.

Problems with funding and the cybersecurity system also occur at the EU
level, as highlighted by the European Court of Auditors (2022). One example
includes resources allocated to CERT-UE, which, according to the ECA, are
insufficient.

At the highest level, the Multiannual Financial Framework (MFF) divides the
budget into sections corresponding to broadly defined areas of Union policy
(currently seven), with specified upper spending limits. Within these areas,
funds are created by regulations. Examples of funds within the "Single Mar-
ket, Innovation, and Digital Economy" section include Horizon Europe and the
Digital Europe Programme, both of which contain allocations for cybersecu-
rity. In the "Security and Defence" section, there is the European Defence
Fund, which focuses on defence issues but also finances cybersecurity-re-
lated projects.

At a lower level, programmes have designated specific objectives. For the
"Digital Europe" Program, there are five specific objectives, one of which is
Cybersecurity and Trust (allocated approximately EUR 1.4 billion). Horizon Eu-
rope is divided into three pillars (one of which finances the Civil Security for
Society cluster, with approximately EUR 1.3 billion for cybersecurity projects)
and additionally identifies five missions aimed at achieving specific outcomes
in five key areas of civilizational challenges (www12).

It is worth noting that European Commission representatives have an-
nounced plans to simplify the budget and reduce the number of funds. There
is also a proposal for a separate competitiveness fund. Additionally, the Ni-
inistd report proposes the creation of two funds related to defence and se-
curity (Defending Europe Facility, Securing Europe Facility), with at least 20%
of all funds allocated to these areas. The proposed changes will likely lead
to a restructured MFF, reducing the number of programmes and creating an
opportunity to integrate cybersecurity more effectively at the level of specific
objectives, rather than as a standalone programme.

Advantages:

* Concentration of most funds allocated for cybersecurity in one
source and clear allocation of funds for a key institutional area of
strengthening European cybersecurity

* Greater ability to identify synergies between different types of
cybersecurity-related activities (centralised fund management)

»  Clear definition of the pool of funds allocated for cybersecurity

*  An easier solution from an implementation perspective — such a specific
objective is already present in the Digital Europe Programme.
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Challenges:

» Lack of monitoring of the total funds spent on cybersecurity (*this
can be mitigated if combined with the development of current
methodologies used by the European Commission to track spending
on climate or digital goals).

. Potentially difficult negotiations over the amount of funds for
cybersecurity — the amount will need to be specified in monetary
terms, directly relating to funds for other purposes.

*  Creating another fund moves in a different direction than the previous
declarations of the European Commission regarding the simplification
of the MFF structure.

Recommendation 2

Establishment of an investment platform - a fund of funds - specializing
in investing in projects and companies in the field of cybersecurity (Euro-
pean Cybersecurity Investment Platform, ECIP).

The investment budget of such a fund should be at least EUR 1-2 billion.
However, considering the constant increase in the importance of cyberse-
curity and the growing gap between Europe and other regions, this value
should be gradually increased. Analysis by ECSO/EIB indicates that the in-
volvement of public funds can have a leverage effect of 4.6 — by mobilis-
ing funds from institutional investors, VC funds, or corporate investors. In
their 2022 report, EIB and ECSO indicate the engagement of EU funds at the
level of EUR 1 billion, Similarly, the target value of the NATO Innovation Fund
is also EUR 1 billion.

Context of the recommendation

The establishment of a fund specialising in investing in projects and com-
panies in the cybersecurity sector could address the challenges of access-
ing high-risk funds in the European market. European venture capital funds
have lesser capabilities to invest in the cybersecurity sector compared to
their counterparts in the USA or Israel due to the small size of funds at all
stages: seed, first funding round (A Round), and especially the growth round
(Growth Round).

The lack of financing at later stages of development often leads to the relo-
cation of companies to the USA, where there is greater availability of capital
at later stages and broader exit opportunities.

The creation of such a platform was proposed by ECSO in 2020, operat-
ing in a fund-of-funds model. It would support existing and potential new
specialised investment funds focused on monitoring and selecting specific
companies in the cybersecurity sector. This type of solution is already used in
Poland (PFR Ventures) and Italy (CDP Venture Capital Sgr). Its advantage lies
not only in supporting specific companies but also building competencies in

3. Food for Thought — Proposals Regarding Enhancement of Cybersecurity Expenditures

17



Europe for managing high-risk capital - i.e., building and supporting teams
that can further develop the European capital market in the future.

The highly complex and competitive international cybersecurity market
means that the success of startups depends not only on financial input
but also on the added value and support they receive from investors. Funds
specialising in the cybersecurity segment provide domain expertise that ena-
bles startups and scaleups to effectively develop their business in Europe.
The establishment of this platform would directly contribute to strength-
ening the European cybersecurity market, enhancing innovation, competi-
tiveness, and Europe's digital autonomy. It would also be a critical factor
in retaining skilled workers on the continent.

Among the various options for supporting the development of the cyberse-
curity market, the creation of a fund-of-funds model - which also provides
technical support (mentoring, capacity building) and works on ecosystem
(e.g., investor days, knowledge management, communication, and promotion)
- offers the highest return on investment.

In terms of attracting investors, the platform should maintain the possibility
of broad cooperation with both commercial entities such as banks, corpo-
rate investors, insurance companies, as well as public entities (e.g., sovereign
wealth funds).

Advantages:
»  Direct strengthening of the European cybersecurity market

* Reducing the investment gap between the EU and the USA, retaining
companies and talent in Europe

. Facilitating private entity investment activities by increasing market
trust and the leveraging the effect

Challenges:

. Positioning ECIP within the structure of funds created with the
participation of EIF and aligning with the target market addressed by NIF.

Recommendation 3

Adopting a target of allocating a specific proportion of funds for cyberse-
curity-related purposes within the new along with tasking the European
Commission with developing an appropriate methodology for estimating
such expenditures. This target could be established in an Interinstitutional
Agreement and recommended in the conclusions of the EU Council or the
European Council beforehand.

18
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Context of the Recommendation

Existing examples of earmarking expenditures for specific objectives include:

1) 30% of funds allocated to climate-related objectives in the MFF
and the Recovery and Resilience Facility (RRF), as well as 7.5% for
biodiversity in 2024 (rising to 10% in 2026 and 2027).

2) 37% of funds for climate goals and 20% for digitalization in the
Recovery and Resilience Facility (RRF).

3) 20% of defense-related funds dedicated to new procurements
(including R&D) under PESCO commitments, and 2% for research and
technology.

4) 40% of defense expenditures allocated to joint procurement in the
European Defense Industry Strategy (EDIS).

5) 2% of GDP on defense spending by NATO countries.
These targets are embedded in various legal and political frameworks, such as:

. Interinstitutional Agreements (1)

. Regulatory provisions (2)

+  Commitments by Member States (3)

. European Commission Communications (4)
. Declarations by heads of state (5)

The enforceability of these commitments varies based on their legal ground-
ing. The strongest enforcement mechanisms are found in the RRF, where the
European Commission has the authority to approve national spending plans,
ensuring alignment with EU priorities. In contrast, non-binding declarations
(points 4 and 5) have historically proven ineffective, as states tend to ignore
them without additional incentives.

Additionally, the European Commission may move towards greater budget
conditionality and closer alignment with public policy objectives, resembling
the RRF model rather than the traditional MFF approach. As a result, meth-
odologies for assigning expenditures to specific objectives could evolve to
encompass new areas, such as digital transformation, where work is already
underway.

Advantages:

»  Clear recognition that cybersecurity is a cross-cutting issue affecting
all EU policies

* Anchoring the target at the EU-wide level and across the entire EU
budget

« Alignment with existing climate-related (and likely digitalization-
related) targets

3. Food for Thought — Proposals Regarding Enhancement of Cybersecurity Expenditures
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* A softer approach compared to the rigid conditionality in the RRF,
making it easier for Member States to accept

»  Ability to monitor cybersecurity-related expenditures across all policy
areas

*  Potentially easier to negotiate in the budget process, as it does not
require setting absolute monetary amounts and allows for flexibility in
defining estimation methodologies

Challenges:
*  No binding enforcement mechanism for ensuring the allocated funds

* Need to develop a new methodology and a monitoring/control system.
Political difficulty in introducing such a measure

Additional Actions:

A first step towards establishing this framework could be initiating discus-
sions on defining and monitoring cybersecurity expenditures within the cur-
rent financial perspective.
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4. Questions for the
Orientation Debate

1. What type of mechanism would have the highest European
added value when it comes to investments in cybersecu-
rity? Which areas of investments in cybersecurity should
be prioritised?

2. How can we create synergies between different EU fund-
ing instruments that are relevant for cybersecurity and
defence? How can the ECCC be better leveraged in this
regard?

3. What forms of public-private partnerships can be effective
in increasing private sector engagement in the develop-
ment of cybersecurity resources in the EU? How can the
participation of capital markets in financing the develop-
ment of the cybersecurity market be increased?

4. Should there be a systemic change in the education of the
new generation of experts in cybersecurity, as well as re-
and upskilling efforts? What actions should be taken on
an EU level in this regard?

4. Questions for the Orientation Debate
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